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Tab.1 Random test of random sequence

DR A Py Py W RE AR Py P
Frequency 0.984 043 0.595 549 Block Frequency 0.971 897 0.679 024
Cumulative Sums 0.984 242 0.410 556 Runs 0.999 078 0.333 213
Longest Run of Ones 0.989 068 0.496 386 Rank 0.949 536 0.159 044
Discrete Fourier Transform 0. 926 884 0.118 754 Non-Overlapping Template 0.978 072 0.173 082
Overlapping Template 0.965 781 0.286 319 Linear Complexity Test 0.933 851 0.178 718
Universal 0.966 669 0. 144 169 Approximate Entropy 0. 950 958 0.115 881
Random Excursions 0. 981 982 0.200 173 Random Excursions Variant 0.981 792 0.165 642

Serial 0.770 014 0.102 229
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An Word Oriented Encryption Scheme Based on OHNN and M-LFSR

LIN Xiao-mei, LI Guo-gang, ZHANG Ze-pu

(College of Information Science and Engineering, Huaqgiao University, Xiamen 361021, China)

Abstract: A new encryption technique in word-oriented stream cipher has been proposed. It consists modified linear
feedback shift register simu-lated (M-LFSR), and a feedback discrete-time Hopfield neural networks (HNN). Nonlinear-
ity of the M-LLFSR has been chosen by the chaotic attractors of discrete-time HNN as the output to achieve encryption.
Safety analysis and simulation have shown that the pseudo-random sequence constructed by the proposed algorithm has
been characterized by good randomness and complexity, which meets the requirements of cryptography.

Keywords: stream cipher; linear feedback shift register simu-lated; Hopfield neural networks; chaotic attractors
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